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HUncmumym ungpopmayuonnwix u evruucaumenvrvlx mexrono2utt MOH PK

[Nonmyyensr S-00KH U1 anropuT™Ma OJOYHOTO MU(PPOBAHUS Ui BCEX HEMPHUBOAMMBIX MHO-
TOYWICHOB BOCHMOHU cTerneHu. Pa3paboTana mporpamMma, pean3yromias MpoBeCHUE JTHHEHHOTO U
muddepeHnnaTpHOT0 KPUTITOAHAN3a I TaKoro Thma S-0i10ka. C IMOMOIIBIO 3TOM TPOTpaMMEbI
npoBoawinchk wuccnenoBanus S-OmokoB DES, T'OCT 28147-89, 'OCT P 34.13-2015, AES
(Rijndael) u mpoBoaMIOCH CpaBHEHHE PE3YIBTATOB.

Kniouesvie crosa: S-0110K, TMHEHHBIA KPUNITOAHATN3, TUPHEpEeHINANTBLHBINA KPUIITOAHAIH3.

Ha manHBIli MOMEHT M3y4eHHE CBOHCTB S—OJIOKOB M CIIOCOOOB UX YCOBEPIIICHCTBOBAHUS SIBIIS-
€TCcs OHOHM M3 TNIaBHEHIIMX 3a/1ad B 001acTH Pa3pabOTKH CUMMETPHYHBIX OJOYHBIX aJrOPUTMOB
mmdpoBaHus.

Pa3mep S-01oka sBIsIeTCsl OHOM M3 BaXKHBIX XapaKTEPUCTHK. S-OJIOK pasMepoM n X m Tpe-
TroJiaraet -OUTOBbIE BXOJIHBIC 3HAUEHHUS U M-OUTOBBIC BHIXOJHBIC. Y CTOMYMBOCTD allTOPUTMA OIpe-
nensieTcst pazMepoM S-0J0Ka, 4YeM OH Oouiblie, TeM BBIIIE CTOHKOCTh MO OTHOUICHHIO K METOAaM
JUHEHHOTO U TU(GepeHINaIbHOr0 KPUNTOAHATN3a, a TAKKE ee PaBHOMEPHOCThI0. B 3aBucuMoctu
OT pa3mepa S-0JI0Ka, YCIOKHAETCA €ro NMpoeKTupoBanue. Vicxoas U3 NpakTHYeCKUX COOOpaKeHHH,
3Ha4YE€HHE N, KaK MPaBWIO, BEIOUparOT B nuama3one ot 8 xo 10 [1,2].

Haiibepr K. npemioxui ucroib30BaTh CIEIYIONINE MOIX0ABI PH pa3padoTke S-0JI0KOB:

— Crry4aiiHelii BBIOOp. DJIEMEHTBI S—OJIOKOB BRIOMPAIOTCS C TIOMOIIIBIO TeHEepaTopa WK CIIeIH-
QIBHBIX TAOJIMIl TICEBIOCTYUYalHBIX dncel. B cimydae HeOombimoro pasmepa (6x4) Takoil crocod
MOYET TIPUBECTH K CO3aHUIO S-OJIOKOB C HEXKENATEIbHBIMUA XapaKTePUCTUKAMU, HO JUTST OOJIBIINX
6110K0B (8x32) OH HOKEH OBITH BIOJHE PUEMIIEMBIM.

— Cny4aiiHblid BBIOOP C TIPOBEPKOMA. DIIEeMEHTHI S-0JI0Ka BEIOMPAIOTCS CITyYaifHBIM 00pa3oM, HO
MOCJIe ATOTO TMOJyYEeHHBIE PE3YIbTAThI JOJDKHBI TIPOBEPSATHCS HA COOTBETCTBUE PA3IMUHBIM KpUTE-
pUsIM, OTIMCAHHBIM BBIIIE, C OTCEMBAHUEM TEX MATPHII, KOTOPHIE HE BBIEPKAIN TaKOM MPOBEPKH.

— Bbi0op BpyuHyt0. DneMeHThl S-0510Ka BBIOMPAIOTCS MPAKTUYECKH BPYUYHYIO C HMCIOJIB30Ba-
HUEM DJIEMEHTAPHBIX MaTeMaTU4eCKUX rpeodpa3zoBanuid. s 6onpmux S-0J0KOB HCIIONB30BaHHE
JAHHOTO MOJIX0[a COMPSHKEHO ¢ HEMAJIBIMU TPYIHOCTSIMH.

— MartemaTiueckuil moaxoA. DJIEeMEHThl S-0J10Ka TeHEPUPYIOTCS HA OCHOBE TE€X WMJIM MHBIX Ma-
TEMaTUYECKUX NpUHIUINOB. Takoil moaxonx obecneunBaeT S-OJOKH, TapaHTHUPYIOUIUE 3aJaHHBIN
YPOBEHb HA/ICKHOCTH IO OTHOIIEHUIO K METOJaM JIMHEHHOTO U Au(QepeHInanbHOTO KPUMITOAHA-
1M3a, a TaKKe Xopolnne mokazarenu auddy3un (To ecTh pacCeMBaHMUs CTATUCTUYECKHX OCOOCHHO-
CTEW OTKPBITOTO TEKCTA T0 MIMPOKOMY JHAra3oHy CTATUCTHUECKUX XapaKTEPUCTHK MU(PPOBAHHOTO
TEKCTA).

Paspaborana mporpamMma, peanusyiomias TPOBEICHHE JMHEHHOTO W Au(QepeHInaTHHOTO
KpHUNTOAHAM3a IS JIIOOBIX S-0J0KOB CHMMETpUYHOTo anroputMa. C MOMOIIBIO STON MPOrpaMMbl
npoBoMIUCh uccaeaoBanus S-0mokoB DES, T'OCT 28147-89, 'OCT P 34.13-2015, AES
(Rijndael). [IpoBenen Takxke MTMHEHHBIN U qU(GEpEeHINATBHBIN KPUIITOAHATIN3 OTIEPalid YMHOXKE-
Hus mHOTO4WwIeHOB B HITCC [3].

B xone nmuHeitHOro kpumnToaHanm3a S-0J0Ka MPOCICKUBAOTCS BCEBO3MOXHBIC KOMOHMHAIIUN
JIBOMYHBIX BEKTOPOB BXOJa M BbIxoja. KaxkIyro mapy BEKTOPOB MCHOJIB3YIOT B KaueCTBE MAacKH,
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KOTOPYIO HAKJIaJbIBAIOT HA BCEBO3MOXKHBIC Mapbl BXOJ-BBIXOJ OJIOKA 3aMEHBI. DTH MAaCKH YKa3bl-
BAIOT HaM OWTHI BXOJIa U BBIXOJIa COOTBETCTBEHHO, KOTOPhIE HEOOXOIUMO MOPA3PSIIHO CIOKHUTH 110
MOJTYJTIO JIBa, @ 3aT€M BBIYUCIISATH KOJMUYECTBO eIWHUIL. [10oJydeHHbIC TaHHBIC 3aII0JTHSAEM B TAOIUILY
U OIpeeIIsieM AJIEMEHTBI, UMEIOIIee HanOOoJIbIliee OTKIIOHCHUE OT MOJIOBHHBI YHCJIa BCEX BO3MOXK-
HBIX KOMOMHAIIMI BXOJIHBIX BEKTOPOB B JIBOMYHOW CUCTEME.

JuddepeHnmanbHbIi KPUNTOAHATH3 S-0JI0Ka pacCMaTpUBAET KOJIMYECTBO 3aBUCHUMOCTEH pas-
HOCTEH BXOJIOB, COOTBETCTBYIOIIMX PAa3HOCTSM BBIXOMOB. TaOIUIIBI PE3y/IbTATOB aHAIN3a S-0JIOKOB
DES coBnaznaer ¢ u3BecTHbIMHU pe3yJibTaTamu [1].

OnHoil W3 (yHKIMI TporpaMMbl SBISIETCS pa3padoTKa S-O0JIOKOB C XOPOIIMMHU XapakTe-
pucTukaMu. BBUIM TIPOBEpPEHBI MOJYYCHHBIC S-OJIOKM JIi BCEX HEMPUBOIUMBIX MHOTOWICHOB
BOCBMOM cTeneHH. JTH S-OJOKM OCHOBAHBI HA IMOJYYEHHH OOPATHBIX 3JIEMEHTOB OTHOCHTEIHHO
YMHOXXCHUS B TIOJIC GF(28). K mony4eHHbIM OOpaTHBIM MHOTOWICHAM NMPHOABIISIFOTCS BHIOPaHHBIC
OTIpeIeIeHHBIM 00pa3oM MHOTOWICHBI. [IpoBepeHo, 4To Takue S-OJIOKH OJMHAKOBO CTOWKH U K
muddepeHIaTbHOMY U K TUHEWHOMY KPHUIITOAHAIIU3Y .

Hanpumep, ¢ TIOMOIIBIO HEMPUBOAMMOAMMOr0 MHorodneHa x8 + x® + x3 + x2 + 1 u Bocno-
MoraTenbHbIH MHOrouneH x’ + x° + x3 + x s mocrpoenust Gioka 3amMeHsl (S-0JI0K), KOTOPBI
TpuBe/IcH B Tabia. 1. B Hem crapmme deTsipe OWTa TOKA3BIBAIOT CTPOKH TAOJHIIBI, 8 MITAJIIIHE Ye-
ThIpe OuTa MoKa3bIBaeT cTonObl. [ yao0cTBa 3ToT S-06710K 06a3Hauum S7.101.

Taoauma 1 — S-6;10x S7.101

0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15
0 ]202|203 | 108 | 14 | 153 | 77 | 168 | 190 | 69 | 230 | 47 | 238 | 251 | 148 | 240 | 183
1|43 | 225220 58 | 30 | 71 | 216 | 59 | 116 | 249|229 | 21 | 215|214 | 82 | 38
2 | 28 | 8 | 121 | 73 | 193 | 46 | 178 | 5 | 160 | 139 | 42 | 219 | 195 | 68 | 20 | 208
31149 | 198 | 117 | 211 | 123 | 154 | 3 17 | 98 | 94 | 196 | 182 | 134 | 36 | 188 | 177
4 | 161 | 227 | 35 | 110 | 53 | 163 | 45 | 144 | 105 | 147 | 184 | 125 | 246 | 37 | 11 | 41
5 1255|122 76 | 206 | 186 | 6 | 100 | 102 | 104 | 131 | 141 | 44 | 165 | 0 | 199 | 250
6 | 67 | 18 | 204|191 | 51 | 112 | 96 | 56 | 52 | 143 | 226 | 138 | & 23 1 150
7 | 158 | 7 | 128 | 124 | 205 | 169 | 244 | 176 | 236 | 4 | 189 | 245 | 241 | 197 | 81 | 26
8 | 89 | 65 | 120 | 233 | 24 | 126 | 152 | 207 | 19 | 170 | 88 | 75 | 31 | 223 | 231 | 194
9161 | 114 | 64 | 74 | 243 | 99 | 55 | 32 | 212 | 39 | 27 | 180 | 12 | 62 | 29 | 235
10 | 118 | 48 | 146 | 130 | 137 | 34 | 200 | 15 | 242 | 95 | 172 | 57 | 157 | 101 | 156 | 103
11 | 155|254 | 72 | 232 | 79 | 25 | 185|129 | 91 | 60 | 175 | 50 | 106 | 49 | 210 | 248
12| 40 | 132 | 166 | 22 | 201 | 109 | 8 | 63 | 16 | 252 | 151 | 164 | 159 | 187 | 179 | 237
13 | 181 | 80 | 78 | 127 | 222 | 70 | 234 | 84 | 171 | 66 2 1253 9 | 167|228 | 209
14 | 224 | 218 | 10 | 133 | 239 | 192 | 145 | 140 | 111 | 136 | 93 | 54 | 213 | 83 | 247 | 135
15217 [ 221 (173 | 97 | 87 | 13 | 115 | 90 | 113 | 174 | 107 | 119 | 33 | 92 | 162 | 142

Pesynbratel mHEHOTO M MU PEPEHITMATBHOTO KPUMNTOAHATIN3a CPABHUBAIMCH MEXKITY COOOM
Ha PaBHOMEPHOCTh. B Tal0i1. 2 moka3aHbl pe3yIbTaThl JIMHEHHOTO U U PepeHIINaTHFHOTO KPUIITOA-
HaJIA3a 10 onepanuu yMHOXeHuss MHOTowIeHOB B HIICC mist HemprBOIMMBIX MHOTOYJICHOB BOCh-
MO¥H cTeneHu [4].

Ta6auna 2 — MHTepBan pe3ynbTaToB JTUHEHHOTO U (g depeHInaaTHoro KpunToaHansa
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<
DES JIvHeWHbIH 12 48 15,5 46,25 480 944
Huddepennmanuprii 0 16 0 16 20514 1007
I'OCT 28147-89 JInHEeWHBIH 2 14 2,75 13,75 120 224
Juddepennmanapiii 0 8 0 6,25 480 239
I'OCT P 34.13- JIuneinsIit 100 | 156 32640 65024
2015 Juddepennuanasiit 0 8 111297 65279
AES-128 JIvHeWHbIH 111 | 145 32639 65024
(Rijndael) Huddepeniuanapiit 0 5 67125 65279
Jluneinbii 128 | 256 32640 65024
HIICC "
Juddepennmanapiii 0 256 16646400 65279
$7.101 JIuneinsIit 112 | 144 32640 65024
' Jubdepenimanupii 0 4 67320 65279

I[To pe3ynbTatam uccienoBanus (Tadia. 2) MOXKHO CIeNaTh CleayIonie BIBoAbL. i1 Toro uro-
OBl S—OJIOK OBUT CTOWKHM K JIMHEHHOMY KPHUIITOAHAIU3Y, SJIEMEHTHI MaTPHIIbI, ITOJTyYEHHBIE B pe-
3yJbTaTe JMHEWHOTO aHajau3a, JOJDKHBI MPUHHUMATh 3HAUYEHHUS, OJMU3KHE K IMOJIOBUHE KOJMYECTBA
BCEX BO3MOXKHBIX KOMOWHAIIUHA BXOHBIX BEKTOPOB B IBOMYHOU cucteme. [ Toro 94To0sr S—010K
ObUT CTOMKUM K AudQepeHnanbHOMy KPUNTOAHAIN3Y, AJIEMEHThl PAa3HOCTHOW MaTpHIIbI, MOIY-
YeHHbIE B Xo/e TuddepeHIMaTbHOr0 aHaau3a, T0JKHBI IPUHUMATh 3HaUYeHUs, OJIM3KHUE K eTUHUIIE.

HccnenoBannbie S—OJ0KM MOKa3aJId XOPOUINE CTATUCTHUECKHUE CBOMCTBA, U3 ATOrO BHITEKAET,
YTO pa3paboTaHHBIC S—OJOKH HU ¥ Y€M HE YCTYMHaroT S-0JI0KaM W3BECTHBIX CTAHIAPTOB.

Pa3zpaboran mporpamMMHbBIA HPOAYKT «S-O0JIOK», KOTOPBIM MpeaHa3HaueH [js MPOBEICHUs
nudpepeHIMaTbHOTO U IMHEWHOTO KPUITOAHAN3a S-0JI0KOB, a TakKe JJIs CO3/IaHus S-0JIOKOB 110
HEMPUBOIUMBIM MHOTOWIECHAM ¢ 0OpaTHBIMU dJIeMeHTaMu (puc. 1).

AnTopuTM peanu3anud paboThl IPOTPaMMBI TS CO3aHus S-0710KOB:

1. BBogsiTCS HEMPUBOJUMBIN MHOTOWIEH B T0JIe CO crUcKoM «HenmpuBOauMBbIii MHOTOWICHY,
MHOTOWIEH B TEKCTOBBIE MOl « BEeKTOp» M MaTpuIla B TEKCTOBBIE MO «MaTpHiay;

2. ITo maxatuio kuHonku «Co3marh S-OJIOK» BBIMIONHAETCS CO34AaHHME TAOIHIBI 3aMEH, T.€. S-
0110Ka;

3. TlonmyuyeHHBIE pe3ybTATHl 3AIMMCHIBAIOTCS KaK AJIEMEHTHI TaOIUI] «S-OJI0OK» B JECATUIHON
CUCTEME CUHUCIICHUS U «S-0JIOK» B IIECTHAAATEPHYHOM BHJIC.

ANTropuT™M peanuzaluny KpUNToaHalInu3a:

1. BBox ananusupyemoro S-6510ka B OKHO MPOTPAMMBI «S-0JIOK» B IECATUYHON CHCTEME CUHUC-
JICHWS;

2. Beibop mMerona kpunroananusa «JIuneinsnit» nmmn «nddepennuansapiiiny,
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Henpueommeit mMHorounen S-Gnok {umcnosoi)

Cospats S-nok

100011011 W Pyrkupna ana AES 99, 124, 119,123, 242, 107, 111, 157, 48, 1, 103, 43, 254, 215,171, 118, A
202, 130, 201, 125, 250, 89, 71, 240, 173, 212, 162, 175, 156, 164, 114, 152,
183, 253, 147, 38, 54, 63, 247, 204, 52, 165, 229, 241, 113, 216, 49, 21,
B 4,199, 35, 195, 24, 150, 5, 154, 7, 18, 128, 226, 235, 39, 178, 117,
01100011 Bexrop 9. 131,44, 26, 27,110, 50, 160, 82, 55, 214,179, 41, 227, 47, 132,
83, 209, 0,237, 32, 252, 177, 91, 106, 203, 180, 57, 74, 76, 88, 207,
MaTpuua Aranuz HINCC 208, 239, 170, 251, 67, 77, 51, 133, 69, 249, 2, 127, 80, 60, 159, 168, v
10001111 MoaTeepaTs MaTpiLy
11000111
11100011 0 - S6nok DES S-Gnok (16 Buae)
11110001 63, 7c, 77, Tb,f2, 6b, &, c5, 30, 1, 67, 2b,fe, d7, ab, 76, -
11111000 ca, 82, 9, 7d,fa, 59, 47,10, ad, d4, a2, &f, 3¢, a4, 72, cl,
01111100 Ananns DES Auanas AES b7.fd, 93, 26, 36, 3 {7, cc, 34, a5, 5,11, 71, d8, 31, 15,
00111110 4,c7.23,¢3, 18,96, 5,9, 7, 12, 80, e2, eb, 27, b2, 75,
oot 9, 83, 2c, 1a. 1b, Be, 5a. al, 52, 3b, d6. b3, 29, &3, 2, 84,
Anamms FTOCTE9 Aranus GOST15 53,d1, 0, ed, 20,fc, b1, 5b, 6a, cb, be, 39, 4a, 4c, 58, f,
d0, ef, aa, fb, 43, 4d, 33, 85, 45,19, 2, &, 50, 3c. %, a8, v
THedAHb1f KpunToaHans

116128 116 114122126 124 116128 120 116126 118126 134120 140 116 136 138 130 138130 136 116128 124138 114 134126 132132132 132 118130122 B 140 116
136128126 122126122 120120 140 140 138124 122134 116 124 124 116 142122 130 142 124 132 116 116 126 130 138 118 144 120 140 140 122 118 122 126 144 120 140
140138126 130126128 120126120 122 118126 1300136 140120 116 130 138126 126 120 124 132128130 114122 130128 132124 120130 122 114 130 116 136 116 122
142126 114122 116140 116 116 118 122122124 112128 132124130 134 132 118 112128 132 124 130 126 130134 120128 120 136 130126 142 114 120 132 136 124 122
122134126128 132124 136138122 130 138 136 124 132128122130 122122116 128 116 136 134 126 122 138 144 124120132130 130134 118124120 136 116 142 134
134126128132 116120 122 114 130 138 120 124 1200140 122 122 142 142 140 124 124 140 134 130 138 134 140124 120120 126 114 126 130 136 128 140 132 122 126 138
142124132 132124126 138 130126 v

[ipcsepeHLMansHeli

0200202022222222020022002220002402202000022002022200022222220002000200022022202202022000222000000 A
0220200022220200020020022000200202222020220002002020002020202020202002022222200202022220020200002
22000220202222202200002000220022002002002002220020002220220002
0002222200022202022040000002220000002202002022220000002220002000222000020000020000222222222002022
0002022200022202020020002222200200222222020202002002022222222020220020222202020022000000020222022
22020020020222220022000022002020020022020020202022000200200222
0020220020222000022222224002002202202000200200000000202200200000200022202002022000220222000022002 ¥

WHTepean n X«eagpat
Sblock linear anahysis: A
Maz = 144
Min =112
X2 = 32640 &7

Puc. 1. I'maBHOE OKHO TIPOTPAMMEI «S-0JI0K»

3. HaxxaTneM KHONIKM «AHaN3 S-0JI0K» BBINOIHAETCS KPUIITOAHAIN3 110 BBIOPAaHHOMY METOJY
aHaJIu3a B IYHKTE 2;

4. Pe3ynbTaThl KpUNTOAHAJIN3a 3alMCHIBAIOTCS COOTBETCTBEHHO B OKHO «JIMHEWHBIN» wiH
«duddepennmanbuplii»;

5. Beiarorcs Takke 3HaUYE€HUS MUHUMaJIbHBIA, MAKCUMAJIbHBIM 1 XU-KBaApaT JUisl BEIOpaHHO-
IO METO/1a KPUIITOAHAIN3A.

[Tomydensl S-6510Ku Uit aIropuT™Ma GJI0YHOTO MIMGPOBAHUS ISl BCEX HEMPUBOAUMBIX MHOTO-
YIEHOB BOCbMON cTemeHd. C MOMOIIbI0 pa3pabOTaHHON MporpamMmbl MPOBEAEHBI JHUHEUHBIN U
muddepeHnranbHbI KpunroaHanu3 S-0s10koB. Kak nmokazaHo B Tabnuie 2, pe3ybTaTbl KPUIITOA-
Hayin3a S—OJI0KOB IO KPUTEPUH XHU-KBaApaT yIOBIETBOPUTEIbHBI.
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